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1. User Guide

1.1. Basic Guide

(1) This IFU contains important information that must be understood to ensure the safe and correct

use of Endoscopic Video Image Processor HD;

(2) The IFU is included with the product. Therefore, the IFU must be kept at the operating location

of the product at any time;

(3) This device must be operated by trained medical personnel with relevant experience. All

medical personnel must read this IFU carefully before using this device;

(4) This IFU shall be forwarded to the subsequent owners or users of this device;

(5) The guides described in this IFU may differ from the real devices. If you have any questions,

please contact Cook Medical.

1.2. Signs and Symbols

The descriptions of the signs appearing in the label, IFU, and outer packaging of this device are as

follows:

Symbols Description Symbols Description

General warning sign
Unsafe under nuclear magnetic

resonance examination environment

Protective earth (ground) Direct current

Refer to instruction manual/ booklet Fragile, handle with care

Type BF applied part Keep dry

The device should be sent to the special

agencies according to local regulations
This side up

Humidity limitation Temperature limit

Atmospheric pressure limitation Medical device

Manufacturer Date of manufacture
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Serial number Batch code

Keep away from sunlight

U.S. Federal law restricts this device to

sale by or on the order of a licensed

practitioner.

1.3. Product Classification

(1) Classification in accordance with the type of protection against electric shock: Class I device;

(2) Classification in accordance with the degree of protection against electric shock: type BF

applied part;

(3) Classified by degree of safety in the use of flammable anesthetic gas mixed with air or with

oxygen or nitrous oxide: non-AP or APG type device;

(4) Classification in accordance with the operation mode: continuous operation;

(5) Whether the equipment has an applied part to protect against defibrillation discharge: No;

(6) Whether the equipment has a signal output or input portion: Yes;

(7) Permanently installed equipment or non-permanently installed equipment: A non-permanent

installation;

(8) Electromagnetic compatibility: Radiated emission and conducted emission are in line with

Group 1 Class A of the CISPR 11 group classification requirements.

1.4. System Safety Requirements

(1) The system meets the following safety standards:

IEC 60601-1:2005+A1:2012+A2:2020 Medical electrical equipment Part 1: General

requirements for basic safety and essential performance

IEC 60601-1-2:2014+A1:2020 Medical electrical equipment Part 1-2: General requirements for

basic safety and essential performance Collateral Standard: Electromagnetic disturbances -

Requirements and tests

(2) For detailed requirements for electromagnetic compatibility (EMC), please refer to [17.

Appendices].

2. Safety Guidelines

2.1. Warnings Regarding Use of Device
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(1) Please prepare spare equipment that is immediately available for use and can be replaced in time in case of an emergency;

(2) This device must be used within its scope of application. See [3.3. Indications for Use];

(3) Please follow the IFU of this device and associated equipment;

(4) Do not disassemble, modify or attempt to repair; Otherwise, the patient or operator may be injured or the equipment may be

damaged, and the intended function may not be achieved;

(5) Premature wear or breakage, improper operation or maintenance, and use beyond intended purposes may pose risks to

patients and users;

(6) Keep the original packaging of the device in case of return;

(7) Always check the appearance and functionality of the device before using it;

(8) Do not use wet hands to prepare, inspect, or use the image processor;

(9) When using the device, it must be within your field of vision;

(10) The operator is not allowed to touch the patient and the image processor simultaneously, and the patient cannot touch the

image processor;

(11) When handling the patient do not simultaneously touch the power socket or signal transfer port of the image processor;

(12) Do not press the LCD display or buttons with any sharp object; otherwise, the LCD display or buttons may be damaged;

(13) Endoscopic surgery must be performed by trained, expertized, and experienced medical personnel. Ensure that the user is

able and ready to take appropriate action if the device encounters problems;

(14) The device should be operated by authorized personnel. Unauthorized personnel operating the device may result in data

leakage or device damage.

2.2. Warnings Regarding Installation and Use Environment

(1) Keep the ventilation grid unblocked, otherwise it will cause the unstable operation of the device;

(2) Do not use this device during defibrillation;

(3) Do not place this device in the environment of strong static electricity, electromagnetic wave, magnetic field, high

temperature (above 40℃ ambient temperature), high humidity or corrosive atmosphere, otherwise the device may be

damaged;

(4) Keep this device away from liquids. Immediately stop operation and contact Cook Medical if any liquid drops on the image

processor;

(5) Only operate this device under the specified environmental conditions;

(6) Provide sufficient air circulation while using this device;

(7) Do not bring this device near combustible materials;

(8) Do not use this equipment in the environment containing explosive or rich oxygen;

(9) When transporting the equipment, the product packaging should ensure the safety of the device;

(10) In order to avoid the risk of electric shock, the device must be connected to the power supply network with protective

grounding;
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(11) The equipment shall always be level during operation;

(12) If this device needs to be installed on a trolley, please place the trolley on a horizontal surface;

(13) Ensure the trolley can support the weight of the equipment installed on it and the device is firmly installed, otherwise, the

product may be damaged;

(14) Ensure the trolley has sufficient capacity which is greater than the total power consumption of all connected devices.

Otherwise, it may cause the drop of supply voltage, or trigger the electric protection device turning off all equipment

connected to the trolley;

(15) When using this device, a proper space shall be reserved to remove the DC plug for the power adapter from the side of the

device to completely disconnect the device from the power supply;

(16) Do not put anything on the cable. When laying out cables, be careful not to trip over others.

2.3. Warnings Regarding Electromagnetic Interference

(1) This device is MR unsafe and cannot be used safely in the environment of nuclear magnetic resonance imaging (NMRI);

(2) Electromagnetic interference may be generated when using this product near equipment marked with the following symbols

or other portable mobile RF (radio frequency) communication devices (such as cellular phones). In case of electromagnetic

interference, take appropriate measures, such as adjusting the direction, location or shielding the using site of this

device;

(3) This device is intended for use in a medical environment. Electromagnetic compatibility issues might arise for use in other

environments;

(4) The Endoscopic Video Image Processor complies with appropriate requirements of IEC 60601-1-2 standard for

electromagnetic compatibility, and the user shall install and use it according to the electromagnetic compatibility

information provided;

(5) If the image processor is strongly disturbed, the system may switch from normal mode to safe mode. Please refer to [7.

System Operation Mode] before use to understand the relevant description of the safe mode;

(6) Portable and mobile RF communication devices may affect the performance of this device. Therefore, it should be kept

away from strong electromagnetic interference sources, such as mobile phones or microwave ovens. If electromagnetic

interference occurs for a short time, please wait until the image returns to normal before continuing to operate the

endoscope. If electromagnetic interference occurs for a long time, please eliminate the interference source and wait until the

image returns to normal before continuing to operate the endoscope;

(7) This device may cause interference when used in combination with other electronic medical equipment. Before use, confirm

the compatibility of the image processor with all the device to be used by referring to the appendices hereto;

(8) Ensure that any equipment working in close proximity to this device meet the necessary electromagnetic compatibility

(EMC) requirements. Electromagnetic radiation from externally connected equipment, such as video devices, may affect

image quality. Severe electromagnetic interference may drastically degrade the image quality (for example, slight streaks or

color changes on the display);

(9) Use of this equipment adjacent to or stacked with other equipment should be avoided because it could result in improper

operation. If such use is necessary, this equipment and the other equipment should be observed to verify that they are
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operating normally;

(10) Don’t near active HF surgical equipment and the RF shielded room of an ME system for magnetic resonance imaging, where

the intensity of EM disturbances is high;

(11) Use of accessories, transducers and cables other than those specified or provided by the manufacturer of this equipment

could result in increased electromagnetic emissions or decreased electromagnetic immunity of this equipment and result in

improper operation;

(12) Portable RF communications equipment (including peripherals such as antenna cables and external antennas) should be used

no closer than 30 cm (12 inches) to any part of the equipment, including cables specified by the manufacturer. Otherwise,

degradation of the performance of this equipment could result;

(13) The emissions characteristics of this equipment make it suitable for use in industrial areas and hospitals (CISPR 11 class A).

If it is used in a residential environment (for which CISPR 11 class B is normally required) this equipment might not offer

adequate protection to radio-frequency communication services. The user might need to take mitigation measures, such as

relocating or re-orienting the equipment.

2.4. Warnings Regarding Cables and Accessories

(1) Ensure that the cable interface is dry before insertion, otherwise it will cause damage to the device;

(2) Always check the functionality of the device before use;

(3) Only use the cables specified or provided by the manufacturer to operate this device;

(4) All electrical connections shall be checked regularly. Loose plugs, video cable failure, the image processor damage and

other issues will affect the image quality and shall be replaced immediately;

(5) Failure of operation may result from damage to the internal electrical components of the device due to pulling of video

cables or heavy pressure on the device;

(6) Hold the plug and pull it out of the power supply. Do not pull the cable;

(7) This device is solely compatible with endoscopes distributed by Cook Medical and cannot be used with endoscopes from

other manufacturers;

(8) It must be verified that the accessories and/or peripheral equipment connected to the interface of this device comply with the

relevant specifications (IEC 60601-1:2005+A1:2012+A2:2020). Moreover, all the configurations of the system must meet

the requirements of IEC 60601-1-2:2014+A1:2020;

(9) The endoscope used in conjunction with this image processor may be used in conjunction with high-frequency electric knife

/ laser equipment. Please observe the following precautions before using:

1 Please follow the IFU and safety precautions for the high-frequency electric knife, laser equipment and endoscope;

2 Before use, confirm that the high-frequency electric knife/laser equipment is functioning properly;

3 Before use, refer to the IFU of the high-frequency electric knife/laser equipment for installation and connection, and

confirm that the noise will not interfere with the observation or operation. Without such confirmation, it may result in patient

injury;

4 The output power of the high-frequency electric knife/laser equipment should be set the minimum required value and

should not be too high. Otherwise, it may result in frozen display;
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5 To avoid patient injury, burns, bleeding, perforation, and/or damage to the endoscope, which may prevent the

endoscopy from being performed. Please confirm that the target is kept at an appropriate distance from the tip of the

endoscope, and that the high-frequency electric knife/laser probe extends out of the endoscope’s tip and appears in the

appropriate position in the image before proceeding with high-frequency current/laser emission;

6 High frequency electric knife/laser equipment may cause slight interference to the monitor display and cause color

distortion in the image.

(10) If this device is used in conjunction with medical electrical equipment and/or video endoscopes accessories, the leakage
current can be doubled;

(11) Electronic endoscope is an applied part. If this device or endoscopic accessories are used with devices from different

manufacturers, as well as with medical electrical devices, it shall be ensured that they meet the BF conditions (insulated,

ungrounded applied part), that is, devices with the identification.

2.5. Warnings Regarding Cybersecurity

When connecting the device to the network, you are reminded of the following risks:

(1) Information leakage or loss caused by the use of this device;

(2) Illegal activities caused by malicious use of this device;

(3) Malicious interference or blocking of the normal operation of this device.

In order to prevent the above risks, you must fully implement cybersecurity measures and refer to [16. Cybersecurity Instructions].

The changes to the IT-NETWORK include:

(1) Changes to the IT-network configuration;

(2) New items for the IT-network connection;

(3) Items with the IT-network disconnection;

(4) Update of devices connected to the IT-network;

(5) Upgrade of devices connected to the IT-network.

3. Product Description

3.1. Product Name

Endoscopic Video Image Processor HD.

3.2. Product Models

ASUS-IPD-V200

3.3. Indications for Use

This device is used in conjunction with the video endoscopes produced by our company to process

the images collected by the video endoscopes and send them to the display, and provide power for
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the endoscope.

3.4. Contraindications

This device is a supporting device of the video endoscopes produced by the manufacturer. For

related contraindications, please refer to the specific endoscope used.

3.5. Structural Composition

The product consists of an image processor (including software), power cable, power adapter, video

cable A1 (optional), video cable D3 (optional), video cable A(F) (optional), and video cable adapter

A(F) (optional).

3.6. Basic Parameters

 Specification

Product model ASUS-IPD-V200

Operating system Linux

Software version V1

Dedicated space 192GB

Power adapter
Input 100V-240V~, 50-60Hz, 2A

Output +12V⎓ , 5.0A

Main unit Input +12V⎓ , 5.0A

Screen

parameters

Screen size 13.3"LCD

Resolution 1920×1080 pixels

Touch screen Capacitive touch screen and multi-point touch

Size
Device size

(Length×Width×Minimum Height)
327 mm×214 mm×54 mm

Video

output

HDMI output resolution Default 1920×1080, optional 1280×720, 1920×1200, 1280×1024

SDI output resolution Default 1920×1080, optional 1280×720

CVBS output resolution Default PAL, optional NTSC

 Environment

Environment Ambient temperature Relative humidity Air pressure

Operating environment +10℃～+40℃ 30%～85% 70kPa～106kPa

Transportation environment -29℃～+55℃ 10%～95% 70kPa～106kPa

Storage environment +10℃～+40℃ 30%～85% 70kPa～106kPa
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4. Part Names and Functions

(1) Image Processor

S/N Symbols Part Description

1 Signal transfer port D Endoscope port D, connected with: Video cable D3

2 Signal transfer port A

Endoscope port A, connected with:

 Video cable A1

 Video cable adapter A(F) + Video cable A(F)

3 Custom button 1 Enable the functions assigned to this button. See [6.4. User Management].

4 Custom button 2 Enable the functions assigned to this button. See [6.4. User Management].

5 Power button Power on / off.

6 / Touch screen Support information display and function operation.

7 HDMI port 1
Connect HDMI-compatible devices, such as a monitor. Output HDMI video

signals. See [6.7.3.Video Out].

8 HDMI port 2
Connect HDMI-compatible devices, such as a monitor. Output HDMI video

signals. See [6.7.3.Video Out].

9 USB3.0 port Connect a USB storage to load and export data and upgrade the program.

10 RJ45 port Connect to local area network to transfer data.

11 Power adapter port Connect the power adapter.

12 CVBS port
Connect CVBS-compatible devices, such as a monitor. Output CVBS video

signals. See [6.7.3.Video Out].

13 SDI port
Connect SDI-compatible devices, such as a monitor. Output SDI video signals.

See [6.7.3.Video Out].



20

14 / Screw hole location Used for hanging and installing the device.

15 / Support Use the stand to place the device on a solid surface and to adjust angle.

Note: All pictures shown are for reference only, please refer to the actual object.

(2) Power Cable and Power Adapter

S/N Description

1 Connect the medical power socket.

2
Connect the access port of the power

adapter.

3 Connect the power cord.

4
Connect the power adapter port of the

image processor.

Note: All pictures shown are for reference only, please refer to the actual object.

(3) Video Cable and Video Cable Adapter

S/N Description

1 Connect the endoscope interface.

2
Connect the access of the video cable

adapter's port.

Note: All pictures shown are for reference only, please refer to the actual object.

5. Installation Guide

(1) Power Connection

Connect as shown in the following figure:
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(2) Monitor Connection

The monitor can display the images of the endoscope connected to the image processor. Connect

one end of the cable to the video output port corresponding to the image processor, and the other

end to the video port corresponding to the monitor. See the IFU of the monitor and [4. Part Names

and Functions] for details.

Note: If the connected video output port is HDMI, enable the HDMI port. Otherwise, the port will have no video signal output.
See [6.7.3. Video Out].

(3) Endoscope Connection

Select the video cable that is compatible with the endoscope and the video cable adapter (if needed).

See the IFU of the endoscope, [4. Part Names and Functions] and connect as shown in the following

figure.(Example: The connection between signal transfer port A, video cable A1 and the endoscope.)

If the endoscope is successfully connected, the endoscopic image will be displayed on the home

page.
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(1) If the connection is failed, please check if the specifications of the endoscope, the video cable, the video cable

adapter (if needed) and the signal transfer port are suitable first. Do not forcefully connect to avoid damaging the

device. If you have any questions when connecting, please contact Cook Medical.

(2) See [6.7.4. Valid Port] for details. Ensure that the signal transfer port is enabled, otherwise there will be no image

transmission with the endoscope.

6. Basic Settings and Functions

6.1. Home Page and Manage Page

See Figure 1.1, 1.2 for an overview of the functions of the home page and manage page.

6.2. Safety Account

To protect the security of system data, the system has two types of accounts: admins and super

admins. The account types are described in the table below:

Item Not logged in Administrator Super administrator

Account button

Description Account not logged in
A super administrator can create

multiple administrator accounts.

Only one super administrator account is

set up.

Access permission Partial Partial All

Note: If a button is not clickable, you have no permission to access corresponding functions.

Click ⑮ [Account] button to enter the account page. See Figure 1.1 for details.

Account login: When no account is logged in, enter your account name and password on the

account page and click the [Login] button.

Account logout: Click the [Logout] button on the account page to log out.

Security Management: As described in Figure 2, after logging in to the account page, the account

page supports the following functions:

(1) Basic Settings

a) Modify the super administrator account password;

Note: The account name and password of the super administrator are defaulted to "Admin" and "111111" respectively.

To improve system security, it is recommended to change the super administrator password (strong password)

upon your first login.

b) Log out;

c) The account login settings are described in the table below:
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S/N Set item Set value Description

1
Duration until auto

Logout

60 min The current account will be automatically logged out 60 min after login.

Power off The current account will be automatically logged out after shutdown.

(2) General Administrator Management: add or delete administrators and change administrator

passwords.

6.3. Patient Management

See Figure 1.1. and click⑨ [Patient Management] button to enter the patient management page.

The patient management page provides the following features (see Figure 3):

(1) Enable, add, and delete patients;

Note: Once a patient is added, its information cannot be modified.

(2) View patient information;

(3) Load: Load the patient data from a USB storage to the image processor;

Note: Patient data files must be placed in the root directory of the USB storage; otherwise, the patient data will not be loaded
successfully.

(4) Export: Export the patient data from the image processor to a USB storage.

Multiple patients may be managed in this system. When a patient is enabled, the patient information

will be displayed at③ and⑨ in Figure 1.1. You can choose whether to record patient information

on the endoscopic image. See [6.7.2. Image Recording] for details.

6.4. User Management

Click⑩ [User Management] button to enter the user management page. See Figure 1.1. The user

management page provides the following features (see Figure 4):

(1) Enable, add, and delete users;

Note: The default user is specified in the system's factory settings, and the user settings cannot be edited.

(2) Load: Load the user data from a USB storage to the image processor;

Note: User data files must be placed in the root directory of the USB storage; otherwise, the user data will not be loaded
successfully.

(3) Export: Export the user data from the image processor to a USB storage.

(4) View and edit user settings. The user settings are described in the table below:

User settings Description

Primary Set username, title, gender, date of birth and remarks.

Image observation 1 AUTO: System defines the image parameters automatically which are applied to the endoscopic image.
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Custom: User sets the image parameters which are applied to the endoscopic image. See Figure 5 for

image parameters setting.

Image observation 2

Refer to [6.5. Image Observations and Time Indicator]:

 Set enhancement duration and protection duration of the (enhanced) luminous intensity;

 Set value of magnification.

Custom buttons

After assigning functions to the custom buttons of the image processor and endoscope handle, press the

buttons to activate the assigned functions. See Figure 5 for details.

For the assigned functions, see [6.5. Image Observations and Time Indicator].

Info display You can choose different display modes to hide some information on the home page.

Restore defaults Restore user settings to default.

Back to the user list Click [Cancel] button or [Save changes] button to back to the user list.

Multiple users may be managed in this system. When a user is enabled, the system will apply the

user settings, and the user information will be displayed at⑩ in Figure 1.1.

The user settings of different users may be edited to customize system operations and display.

6.5. Image Observations and Time Indicator

On the home page and user settings page, you may set items and modify set values; each set item

and its corresponding value is described below:

Item Set item and set value
Home

page

User settings

Image

observation

1/2

Custombutton

of endoscope

Custombutton

of image

processor

Image

operations

Video

Recording
enable ⇔ disable √ － √ √

Snapshot √ － √ √

Freeze enable ⇔ disable √ － √ √

Zoom

enable ⇔ disable √ － √ √

Magnification setting:

1.0X→1.4X

1.0X→1.6X

1.0X→1.4X→1.6X

－ √ － －

Rotate
Clockwise:

0° →90°→180°→270°→360°
√ － － －
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White balance adjustment √ － √ √

Luminous

intensity

Enable ⇔ Disable auto － － √ √

Parameter setting:

Enhancement duration: 5~15min

Protection duration: 5~15min

－ √ － －

Refresh images － － － √

Image

parameter

setting

Brightness: -8 ~ +8

Contrast: -8 ~ +8

Sharpness: -8 ~ +8

Denoise: 0 ~ +3

Hue R (red): -8 ~ +8

Hue G (green): -8 ~ +8

Hue B (Blue): -8 ~ +8

Saturation: -8 ~ +8

Stripe correction: 0 ~ +8

Frame size: large | small

Frame shape: circle | square | octagon

√ √ － －

Time

indicator

Start the time indicator to record the test time. √ － √ √

Insert time points into the tests to indicate

significant milestones.
√ － √ √

Suspend the time indicator. √ － √ √

Note: "√" means the function is available, while "-" means that the function is unavailable.

Note: The luminous intensity (enhancement) function can increase the brightness of the image by enhancing the intensity of the
light source. The setting relationship of its parameters is shown in the figure below:

(1) You can only make temporary changes to the set values except for "Image Observation 1/2". The temporary

changes to set values will not be saved after shutdown;
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(2) Accidental power failure may result in loss of recorded images or videos.

6.6. File Management

Click ⑬ [File Management] button to enter the file management page. See Figure 1.1.

The file management page provides the following basic features (see Figure 6):

(1) View endoscopic images, endoscopic videos, and examination information;

(2) Export endoscopic images: Export endoscopic images from the image processor to a USB

storage or PACS server:

Step 1: Connect a USB storage (see [4. Part Names and Functions]) or a server (see [6.7.6.

DICOM Settings]).

Step 2:After selecting an image or a folder, click the [Export] button, and select a path for

export as prompted by the pop-up window.

Note:
① If no patient information is recorded on the image, you must enter the patient information as prompted by the pop-up window

before exporting to PACS server;

② The folder may only be exported to a USB storage, not to a PACS server.

(3) Delete and move files to the recycle bin;

(4) Recycle bin: Recover deleted files from the recycle bin. Only the super administrator may

permanently clear files from the recycle bin.

(1) Once deleted, any file in the recycle bin will be permanently deleted and cannot be recovered. Please proceed

with caution;

(2) Export images in time after the test to avoid failure to save them due to insufficient memory.

6.7. System Settings

Click ⑪ [System Settings] button to enter the system settings page. See Figure 1.1 for details.

6.7.1. Primary Settings

Set the system language, date format, time format, date, and time.

(1) Regularly calibrate the system date and time; otherwise, an incorrect examination date or time may be recorded

on the image;

(2) This image processor has a built-in clock battery (CR2450) for clock calibration. If there is a malfunction,

please refer to [14. Troubleshooting] and do not disassemble or replace it yourself.

6.7.2. Image Recording

S/N Set item Set value Description

1 Photo format JPEG (1/10) Compress the data to about 1/10 size of the original image and save it as a JPEG
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file.

JPEG (1/5)
Compress the data to about 1/5 size of the original image and save it as a JPEG

file.

TIFF Save the data as a TIFF file (uncompressed).

2
Endoscopic

Video Quality

Low Endoscopic images are recorded and saved in the low-quality format.

Standard Endoscopic images are recorded and saved in the standard quality format.

High Endoscopic images are recorded and saved in the highest quality format.

3 Patient info
Record Patient information is recorded on the endoscopic images.

Do not record No patient information is recorded on the endoscopic images.

4 Folder format
System ID Folders are named by system IDs.

Examination date Folders are named by the test date and time.

6.7.3. Video Out

Seeing the following figure, set some of the interfaces mentioned in [4. Part Names and Functions]:

S/N Set item Set value Description

1 HDMI 1

1920×1080 HDMI 1 output resolution: 1920 × 1080, HDMI 2 optional 1920 × 1080 or not enabled.

1280×720 HDMI 1 output resolution: 1280×720, HDMI 2 optional 1280×720 or not enabled.

1920×1200 HDMI 1 output resolution: 1920×1200, HDMI 2 optional 1920×1200 or not enabled.

1280×1024 HDMI 1 output resolution: 1280×1024, HDMI 2 optional 1280×1024 or not enabled.

Disabled HDMI 1 has no video signal output, HDMI 2 can choose any of its setting value.

2 HDMI 2

1920×1080 HDMI 2 output resolution: 1920 × 1080, HDMI 1 optional 1920 × 1080 or not enabled.

1280×720 HDMI 2 output resolution: 1280×720, HDMI 1 optional 1280×720 or not enabled.

1920×1200 HDMI 2 output resolution: 1920×1200, HDMI 1 optional 1920×1200 or not enabled.

1280×1024 HDMI 2 output resolution: 1280×1024, HDMI 1 optional 1280×1024 or not enabled.

Disabled HDMI 2 has no video signal output, HDMI 1 can choose any of its setting value.

3 CVBS
PAL CVBS format is PAL.

NTSC CVBS format is NTSC.

4 SDI
1920×1080 SDI output resolution: 1920×1080.

1280×720 SDI output resolution: 1280×720.
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6.7.4. Valid Port

Note:
(1) Only when the signal transfer port is set to enabled, the image transmission be carried out normally after connecting to the

endoscope, and vice versa;

(2) It is recommend to choose "AUTO" to ensure that all signal transfer ports are enabled;

(3) If necessary, choose to enable one of the signal transfer ports separately.

6.7.5. Network Settings

(1) Connect one end of the network cable to the RJ45 port of the image processor. See [4. Part

Names and Functions] for details;

(2) Choose to automatically obtain or manually enter the IP address and DNS server address of the

image processor.

(3) For details related to Cybersecurity, please refer to [2.5. Warnings Regarding Cybersecurity].

6.7.6. DICOM Settings

Connect the image processor to a PACS server. See Figure 8. The information is described in the

table below:

Category Set item Description

Device

settings

Device AE title
The image processor application entity title. The default title is cookmedical. You can click to

modify it.

Station name
The image processor station name, which is used for the image processor to be identified by a

PACS server. Click to select [S/N] or [Username].
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PACS server

settings

PACS Name The name of the PACS server.

AE title The application entity title of the PACS server.

Host The IP address of the PACS server.

Port number The port number of the PACS server.

Note:
DICOM: Digital Imaging and Communications in Medicine

PACS: Picture Archiving and Communication System

TLS: Transport Layer Security

After entering all the information, click the [Test Connection] button to test whether the connection

between the image processor and the PACS server is successful. The icon " " displayed on the

home page indicates successful network connection. If the test fails or further assistance is required,

contact a professional PACS maintainer.

To improve the security of DICOM communication, TLS (Secure Transport Layer Protocol) can be

configured and enabled for encrypted transmission, with the following functions:

(1) Enable/disable TLS;

(2) Import: Import TLS certificate files from USB storage;

(3) Clean up: Clean up imported TLS certificates.

(1) After the TLS is enabled, the user shall import the TLS certificate files. Null, expired TLS certificate or

TLS-related errors will cause invalid connection to server;

(2) Before importing, TLS certificate files should be placed in the root directory of the USB storage;

(3) The operation cannot be undone after clicking and confirming clearing the TLS certificates. Please perform this

operation with caution;

(4) For details related to Cybersecurity, please refer to [2.5. Warnings Regarding Cybersecurity].

6.7.7. About Processor

(1) View the hardware and software information for the device;

(2) Software upgrade: Contact Cook Medical for software upgrade;

(3) Reset System: The super administrator can reset system after logging in. The system will be

restored to its factory state;

Once system is reset, all data (patient data, user data, file data) will be permanently deleted and cannot be recovered.

Please proceed with caution.

(4) Export log files: The super administrator can export log files to a USB storage.
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Note: The log file consists of compressed text files containing operating information about system. The log file is used by Cook
Medical for troubleshooting purposes.

(5) Software Licensing: The super administrator can export the files of software licensing to a USB

storage.

7. System Operation Mode

(1) Normal mode

In normal mode, the system is running normally, and the endoscopic image display and the function

buttons on the interface are working properly. If "! Image Interference" appears on the home page, it

indicates that the device is disturbed, and the endoscopic image may not be displayed normally.

In normal mode, if the endoscopic image is not displayed properly, please wait until the image returns to normal before

continuing to operate the endoscope.

(2) Safe mode

The safe mode is a special mode of the system. In safe mode, only the endoscopic image can be

displayed on the interface, while the function buttons cannot be displayed or operated.

In the safe mode, if a warning icon " " flashes on the home page, it indicates that the

system is currently in safe mode and the endoscopic image can be displayed normally.
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Note:
There are two general situations in which safe mode occurs.

① The system may switch from normal mode to safe mode to ensure proper display of endoscopic image if the image processor

is subject to strong interference;

② When the system is being starting or shutting down, the system will enter the safe mode briefly.

In the safe mode, please confirm whether the endoscopic images are displayed properly and operate with caution.

8. Operating Procedures

Step 1: Check the Device before Use

Check whether the device functions normally. See [6. Basic Settings and Functions] for details.

In case of any abnormal function, immediately stop the test and replace the device.

Step 2: Turn on the Device

Long press the power button on the top panel of the image processor to start up the system. When

the white indicator of the power button is always on, it indicates that the power is currently on.

Step 3: Connect the Endoscope and the Procedure Starts

Connecting the endoscope. See [5. Installation Guide] for details. If the endoscope is successfully

connected, the endoscopic image will be displayed on the home page.

Note:
(1) Please ensure that the endoscope connector is fastened before endoscopy, otherwise the connector may loosen and the image

will disappear.

(2) After the endoscope connection, the procedure begins, and the endoscopic images recorded during this procedure will be

recorded in the procedure folder until the end of the procedure;

(3) Each procedure generates a corresponding procedure folder;

(4) The following situations will end the procedure:

- Disconnect the endoscope;

- Shutdown or restart;

- When performing certain operations during the procedure and a pop-up prompting "Do you want to end the procedure?" ,

click [OK] button to end the procedure.

Step 4: Adjust White Balance

After the endoscope is successfully connected, the user needs to adjust the white balance manually.

See Figure 1.2 for details. Click [WHT Balance] button and operate according to the guide. Wait for

the interface to prompt white balance completion.
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Step 5: Enable a User

After enabling an appropriate user, the system will load the user settings. See [6.4. User

Management].

Note: The system will enable the default user if no other user in the user list is enabled.

Before endoscopy, make sure appropriate user settings are loaded into the system, so that the test is not affected by any

incorrect settings.

Step 6: Enable a Patient

(1) Set up to record the patient information for the endoscopic image. See [6.7.2. Image

Recording].

(2) After enabling an appropriate patient, the patient information will be recorded on the

endoscopic image. See [6.3. Patient Management].

Note: The system will enable the default patient if no patient in the patient list is enabled.

Ensure that the correct patient is enabled before endoscopy to avoid associating wrong patient information.

Step 7: Observe and Record Endoscopic Images

Adjust and record the images through the assigned custom buttons and home page buttons. See [6.5.

Image Observations and Time Indicator] for details.

Step 8: Remove the endoscope and the Procedure Ends

Connector without unlock button: pull it out directly.

Step 9: View and Export Endoscopic Images

View and export endoscopic images. See [6.6. File Management] for details.

Step 10: Turn off the Image Processor and Peripherals

Press the power button and click [OK] button on the pop-up window. When the white indicator on

the power button is off, it indicates that the device is currently powered off.

Abnormalities may occur when the device is disconnected from the power supply directly while it is on.

9. List of Supplies

Standard
IFU (×1)

Image processor (×1)
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Power adapter(×1)

Power cable (×1), for which three options are available:

 American standard: NEMA 5-15P, AC grounded power plug

 European standard: DIN VDE 0620-2-1, AC grounded power plug

 British standard: BS1363, AC grounded power plug

Option

Video cable A1

Video cable D3

Video cable A(F)

Video cable adapter A(F)

10. Precautions For Use

Cook Medical and the manufacturer will not be liable for any possible consequences arising from

user's failure to comply with the following guidelines.

(1) Before putting the equipment into use, please make sure that the electrical connection complies

with:

① Applicable technical regulations;

② Applicable fire and explosion safety regulations;

③ The safety of users and patients depends on whether the cable is in good condition. So the

cable must be checked before use, otherwise it must not be used.

(2) Other devices required for assembly/first-time installation:

① Our single-use video endoscope is a single-use sterile device. Before initial use, make sure

the packaging is intact. If the packaging is damaged, it is prohibited to use the device. After use,

please dispose of this device according to the hospital waste disposal procedure, and its reuse is

prohibited;

②Make sure that the video cable interface is not broken, knotted or twisted. If the video cable

interface is damaged, do not continue to use it;

③Make sure that the video cable interface is not bent and keep dry.

(3) Cable: Check whether the cables are in good condition and that there are no cracks, knots or

frays.
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11. Cleaning, Disinfection, and Routine Maintenance

(1) Cleaning and Disinfection

The image processor is a reusable medical device. According to the Spaulding classification,

the image processor is a non-critical device.

The image processor should be cleaned and disinfected before and after each use, following the

procedure below. Any deviation from the instructions should be properly evaluated for effectiveness

and potential adverse consequences by the person responsible for cleaning and disinfection to

ensure that the device continues to fulfill its intended purpose. Cleaning procedure should begin as

soon as possible following use. Excessive soil should be removed on accessible areas of the device,

excluding electrical ports.

Limitations: The image processor is not compatible with ultrasonic or automatic cleaners and

should not be immersed.

Procedure – Cleaning and disinfection with Ethanol or isopropanol

Cleaning:

① Turn the image processor off and disconnect the power supply firstly;

② Prepare a cleaning solution using an appropriate amount of 70-80% ethanol or isopropanol.

③ Use dust-free cloth to adsorb the ethanol or isopropanol and squeeze it dry to ensure that the

dust-free cloth is moist but not dripping.

④ Thoroughly clean the entire exterior surface of the image processor including the button,

external side of rubber covers, screen, external casing of the monitor with the dust-free cloth. Avoid

getting the image processor wet to prevent damaging internal electronic components. Wipe at least

5 times. Replace the dust-free cloth with a new one every time.

⑤ Upon completion of the cleaning process, the device surfaces must undergo thorough visual

inspection. Pay special attention to hard-to-clean areas such as interface gaps, buttons, and other

crevices. The gaps that cannot be wiped with a cloth can be wiped with a small cotton swab. Ensure

all visible soil residues including blood stains, body fluids, or dirt are completely removed.

If any visible soil is detected:

a. Immediately discontinue all subsequent disinfection procedures;
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b. Repeat the required cleaning step③ to④;

c. Perform visual inspection again according to step⑤.

⑥ Let the image processor air dry.

If the device does not achieve visual cleanliness after repeated cleaning attempts, it must be safely

disposed according to the policy of the facility, see [13. Disposal] for details.

Disinfecting:

① Use dust-free cloth to adsorb an appropriate amount of 70%-75% ethanol or 70% isopropanol

and squeeze it dry to ensure that the dust-free cloth is moist but not dripping;

②Wipe the image processor surface with the damp dust-free cloth for disinfection, the treated

surfaces must remain visibly wet for at least 5 min.
③ Let the image processor air dry.

(1) Please use the cleaning agents and disinfectants recommended in the IFU;

(2) Do not use abrasive cleaners or solvents, as they may damage the product surface or labels;

(3) Avoid to contact product interfaces and metal components when cleaning or disinfecting;

(4) Excessive cleaning agents contacting electronic components can cause device damage;

(5) Prevent liquid from entering the equipment and damaging electronic components, the dust-free cloth should be

moist but not dripping, and wet sponges should not be used;

(6) Only after the product is completely dried, the product can be reconnected the power supply;

(7) This product is a non-sterilized device. Do not soak or sterilize the product, otherwise it will be damaged.

(2) Routine maintenance

The product needs to be inspected and maintained following instructions below.

1 Turn the image processor off and disconnect the power supply firstly;

2 Power cord and video cable: Before and after each use, check whether the cable is damaged or

broken;

3 Image processor shell: Before and after each use, check if the shell is damaged;

4 Image processor screen: Before and after each use, please wipe the surface of the equipment

with a dust-free cloth to check for damage.

The product maintenance should be performed in non-operation state, and the power should be disconnected prior to

maintenance.
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12. Store

(1) Turn off the image processor and remove the power cable from the outlet;

(2) Remove the peripherals of the image processor;

(3) Store the image processor horizontally in a clean, dry and stable room-temperature place.

Do not store the image processor in direct sunlight, high temperature, high humidity, or in places where it is exposed to

X-rays, radiations, or strong electromagnetic emissions (e.g. near microwave therapy equipment, MRI, wireless

transmitter, short-wave therapy equipment, portable/mobile phone, etc.). Otherwise, the image processor may be

damaged.

13. Disposal

(1) To protect the security of system, please reset system before disposal (see [6.7.7. About

Processor]);

(2) When discarding or reusing this device and its accessories, it should be disposed of in

accordance with local laws or medical waste;

(3) When used in accordance with the provisions of the IFU, the service life of this device is 5

years.

14. Troubleshooting

Fault Possible cause Solution

The image is too dark and

not bright enough.
- The brightness is not adjusted properly

- Press the +/- buttons to adjust the brightness to a proper

level.

Blank screen.

- The power supply is not on.

- The power port is loose or not properly

connected.

- Turn on the power switch.

- Connect the device and turn on the power switch as

instructed in [5. Installation Guide].

No endoscopic image on

the display.

-The external monitor is not on;

- The video cable is faulty.

- The video output port is faulty.

- The video output port of the image

processor is set to disabled;

- The signal transfer port of the image

processor is set to disabled;

- Turn on the power switch;

- Replace the video cable or have it repaired;

- Use other video output port;

- Enable the video output port or others ;

- Enable the signal transfer port.

The color is unnatural.

- White balance is not properly adjusted.

- The color on the display is not properly

adjusted.

- Readjust white balance as instructed in [8. Operating

Procedures].

- Restore factory settings.
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- The video cable is faulty. - Replace the video cable.

Images are abnormal. - Settings are incorrect.
- Get settings correct as instructed in [6. Basic Settings

and Functions].

The time and date are

displayed incorrectly.
- The internal clock battery is damaged. - Stop using the device and contact Cook Medical.

Network transmission is

abnormal.

- The network cable is loose.

- The network cable is faulty.

- The network settings are improper.

- The network is faulty.

- Insert the network cable correctly.

- Replace the network cable.

- Check the network settings or contact a professional

network maintainer.

The image processor

cannot identify a

connected portable

memory.

- The portable memory or its cable is

faulty.

- USB port is damaged.

- The image processor has internal

communication problems.

- Replace a portable memory.

- Use another USB port.

- Restart the image processor. If it still failed to identify,

contact Cook Medical.

USB transmission is

abnormal.

- The file system format of the portable

memory is incorrect.

- Change the format which the image processor supports:

exFAT, EXT4, NTFS or FAT32.

(1) Refer to the table above for troubleshooting. If the problem cannot be resolved by the described remedial action,

stop using the device and contact Cook Medical for post market service.

(2) Improper maintenance may cause damages to the device which may pose a risk to the patient or the user. Personnel
including medical staff cannot disassemble the device for maintenance.

15. Guarantee

(1) The manufacturer guarantees the quality of the device for 12 months. This guarantee is limited

to claims made in written form from the invoice date and within the warranty period, subject to

the invoice number. The legal guarantee statement is no longer within the limits of this

guarantee;

(2) This guarantee does not apply to failures caused by daily wear and tear, improper use, improper

operation, poor maintenance or natural forces;

(3) If the device is repaired by the user or by a non-designated repair center, the guarantee and

warranty statement will be invalid. If the equipment needs maintenance, the above

requirements also apply;

(4) No claims can be made for problems caused by incorrect operation or use with other equipment

or accessories.

(5) For cybersecurity, Cook Medical and the manufacturer assumes no responsibility for the
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following circumstances (including but not limited to):

1 This IFU contains warnings about foreseeable potential hazards related to cybersecurity,

but the user shall also be constantly vigilant for hazards other than those indicated, for damage

or loss caused by negligence or lack of understanding of the cybersecurity precautions and

operating instructions described in this IFU;

2 Loss of data stored in the host due to operational errors or accidents;

3 Damage to equipment systems due to force majeure events such as natural disasters,

floods, fires, lightning strikes, and earthquakes, resulting in damage or complete loss of stored

data.

16. Cybersecurity Instructions

16.1. Network Security

The device should be operated in a secure network environment that is protected from unauthorized

intrusion. There are many effective techniques for isolating and protecting the system such as

implementing firewall protection.

To assist in secure network connection, the following sections describe the configuration of the

network, and guidance for protecting the connected network.

16.1.1. Network Configuration

(1) Port: The device uses a network adapter equipped with a 1.0 Gbps RJ45 port for network

connection;

(2) Network adapter: It may be set to DHCP or static IP;

(3) ICMP/ping: Test network connectivity with ping;

(4) PACS service: Endoscopic images and videos may be transferred to a PACS server through the

DICOM protocol;

(5) Firewall: Only the DICOM service port is opened at the firewall.

16.1.2. Network Connection

The system accepts connection only to/from DICOM entities with IP-address, AE Title and port

number matching the configured parameters in the system. See [6.7.6. DICOM Settings] for details.

And the system’s internal firewall will have exemptions for ports used by the defined DICOM data

flows in the system.
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16.1.3. Network Protection

※ Please take the following precautions:

(1) The internal network connected to the image processor must be isolated from the external network. Ensure that

the external network cannot access the internal network and prevent the internal network information from

leaking to the external network;

(2) Please perform regular network security scanning;

(3) It is recommended to disconnect the RJ45 port and USB ports of this device during operation. If there is any

abnormality after connecting to the above interface (eg. the image is not displayed, the device cannot be started,

etc.), please disconnect the interface and restart the device; If the abnormality persists, please contact Cook

Medical in time;

(4) If the network connection is not used for a long time, disconnect the device from the network.

16.1.4. Network Connection Unavailability

Note: Unavailability of the connected network doesn’t affect the basic performance of the image processor.

※When a network security event related to network connection unavailability occurs, the response and recovery

measures are as follows:

(1) It is recommended to disconnect the RJ45 port and USB ports of this device during operation. If there is any abnormality

after connecting to the above interface (eg. the image is not displayed, the device cannot be started, etc.), please disconnect

the interface and restart the device; If the abnormality persists, please contact Cook Medical in time;

(2) In case of a cybersecurity event or a suspected event, immediately stop device operation and contact Cook Medical in time.

16.2. Removable Media Connection Security

The device mainly supports the connection of monitor and an USB storage. To improve connection

availability, the following sections describe guidance for protecting the connection and addressing

the risks associated with unavailable connections.

16.2.1. External Device Connection Protection

※ Please take the following precautions:

(1) Do not connect to the image processor of unknown provenance, such as USB memory, USB wireless device,

USB network adapter, USB Keyboard, USB Mouse of unknown provenance;

(2) Before connecting the device, it is necessary to ensure that the portable memory is safe and effective (free of

viruses and malicious software, etc), otherwise it may cause damage to the device;

(3) When transmitting data through the USB ports, it is recommended to use dedicated portable memory and

conduct regular antivirus checks, otherwise it may cause damage to the device.

16.2.2. External Device Connection Unavailability

Note:
(1) USB storage devices connection are mainly used to export the patient data and the failure of the connection will make it

impossible for users to obtain patient data normally and conduct further diagnosis but the failure will not affect the basic
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performance of the product;

(2) Monitors are mainly used to expand the display of images and the failure of the connection will result in short-term image

loss, but it will not affect the screen display of the device.

※When a cybersecurity event related to the connection of external devices occurs, the response and recovery measures

are as follows:

USB storage devices:

(1) When using a USB interface to export and transfer images and videos, it is recommended to insert an empty USB storage

devices while ensuring that the files to be copied are smaller than the available space on the USB storage devices;

(2) When prompted with an error, it is recommended to clear the USB storage devices first, and then try another USB interface

or USB storage devices. If the problem persists, please contact Cook Medical;

(3) When connecting to a USB storage device, please ensure that the USB storage devices has been scanned by antivirus

software without any issues. It is not recommended to perform the upgrades with USB storage devices directly, contact

Cook Medical for software upgrade information or if you believe your system needs an upgrade;

(4) If the system fails to identify its connection, please replace the portable memory or use another USB port. If the problem

persists, please contact Cook Medical.

External monitor:

(1) If the system fails to identify its connection, please replace the monitor or use another video Interface. If the problem

persists, please contact Cook Medical;

(2) It is recommended users to connect multiple monitors simultaneously or multiple video cables to one monitor (CVBS, SDI,

HDMI ) as backup. Once the current monitor or video interface displays abnormally, the display channel should be switched

immediately;

(3) It is recommend using one more device as backup. If multiple video interfaces are unavailable and restarting cannot solve

the problem, it is necessary to immediately replace with a backup device.

16.3. Data Transfer Security

The following are the parameters related to data transfer and the guidance of network connections

about the device.

16.3.1. Data Transfer

(1) When user and patient data are loaded from a USB storage to the image processor, they are

subjected to data decryption, verification, parsing, loading, and other processes;

(2) Patient and user data will be encrypted by AES before being exported from the image processor

to a USB storage;

(3) Endoscopic images and videos may be directly exported to a USB storage;

(4) Endoscopic images and videos may be transferred from the image processor to a PACS server

through the DICOM protocol. The following file formats and transfer protocols are supported:

Type Format Transfer protocol Description
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Images JPEG and TIFF DICOM, without CMS Transfer via wired network

Videos MP4 DICOM, without CMS Transfer via wired network

16.3.2. Data Transfer Protection

※ Please take the following precautions:

(1) Before transferring data through the USB port, please refer to Section [16.2.1. External Device Connection

Protection] to implement external device connection protection measures;

(2) Before transmitting data over the LAN, please refer to Section [16.1.3. Network Protection] to implement

network protection measures;

(3) Please ensure that the system prompts "the transfer is complete" before disconnecting device otherwise it may

lead to date transfer failure and data loss;

(4) Do not disclose the data to unrelated third parities. Imported and exported data is strongly recommended to

deleted and destroyed if they will no longer be used to avoid data leakage;

(5) Specific personnel must be assigned to regularly manage patient data and examination files stored on the host,

and timely clean up unnecessary data;

(6) When transferring data through the USB ports, insufficient space of portable memory can cause data transmission

failure;

(7) It is recommended to enable TLS to improve the security and reliability of data transmission over the network.

16.3.3. Data Transfer Unavailability

Please refer to Sections [16.1.4. Network Connection Unavailability] and [16.2.2. External Device

Connection Unavailability].

16.4. Data at Rest Security

16.4.1. Data Store

(1) The device uses an SQLite3 database to store user data, patient data, system settings, endoscope

information, and other test information;

(2) The device can directly store endoscopic images and videos. Images are saved in JPEG or TIFF

formats, while videos are in MP4 formats.

※ Please take the following precautions:

Please ensure that the power supply of the device does not experience abnormal power outages due to cybersecurity

issues with other devices. It is recommended to use UPS power as a backup power supply.

16.4.2. Back-up

※ Please take the following precautions:

(1) To avoid data loss, back up storage/archive devices regularly. Do not delete patient data and images from the

image processor until the backup has been completed;

(2) During the backup process, please ensure that the power supply is stable and reliable.
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16.4.3. De-identification Capabilities

※ Please take the following precautions:

It is recommended to select the option which does not record patient information to limit privacy and security. And no

patient information will be recorded on the saving endoscopic images.

16.5. Software Bill Of Materials (SBOM)

The following SBOM includes the main commercial, open source, and off-the-shelf software

components used by the device. Cook Medical and the manufacturer will continuously update

vulnerability information for each software component and evaluate them accordingly. If you need

to obtain the latest vulnerability information, please contact Cook Medical.

Name Version Purpose

Qt 5.15.2 Qt is used for the graphical user interface(GUI)

SQLite 3.39.4 Main database

Linux kernel 4.19.232 Operating system environment

dcmtk 3.6.6 Communication with a PACS server through the DICOM protocol

ZeroMQ 4.1.6 Interprocess communication

FFmpeg 4.1.3 Video coding/decoding

Boost 1.79.0 Boost is used for io file interaction and asynchronous handling.

nanopb 0.4.5 Used to serialize communication data

OpenSSL 1.1.1m Used to analysis the private key

iptables 1.6.1 Iptables is a firewall component under Linux

16.6. Software Upgrade and Maintenance

If you would like more information on software upgrades or believe your system needs an upgrade,

contact Cook Medical.

※ Please take the following precautions:

(1) Contact Cook Medical for software upgrade information or if you believe your system needs an upgrade;

(2) If an upgrade is required, please contact Cook Medical. Users can query the complete software version number of

this device in the "About Processor" interface;

(3) Whenever there is a new software upgrade package update, Cook Medical will contact the user for the upgrade. It

is recommended that users closely communicate with Cook Medical to obtain the latest upgrade packages in a

timely manner;

(4) Upgrading requires authorized personnel to perform the operation, or under the guidance of authorized personnel.

Please do not make unauthorized changes or modifications to the software or hardware on this system;
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(5) Before upgrading, users must ensure that the user and patient data has been securely backed up;

(6) It is necessary to ensure that the USB drive used during the upgrade process has been scanned by antivirus

software without any issues;

(7) Before upgrading, it is important to ensure that the device is on a secure network. It is recommended not to

connect to the network during the upgrade process;

(8) Upgrading requires a super administrator account, please make sure to control the security of the account and

password to avoid the disclosure of critical information;

(9) It is strongly recommended to regularly (recommend every month) obtain the latest cybersecurity information

through Cook Medical. If there is a risk of cybersecurity, please contact Cook Medical or the corresponding agent

in a timely manner;

(10) If conditions permit, it is recommended that users regularly conduct cybersecurity testing of the environment to

ensure that the device can operate in a safe environment.

16.7. Authorization and Authentication

16.7.1. Account Management

The system has only one super administrator account and general administrator account can be

created, modified or deleted by the super administrators only.

※ Please take the following precautions:

It's recommended to periodically delete general administrator accounts which are no longer in use.

16.7.2. Account Authentication

※ Please take the following precautions:

(1) It is recommended that users perform different permission management. Super administrators have the highest

permissions and require dedicated personnel to manage account and password which can’t be shared;

(2) General administrators can perform common import and export operations, created by super administrators.

16.7.3. Account Protection

※ Please take the following precautions:

It's recommended to log in to any administrator account as required and log out after completing the task.

16.7.4. Password Change Rules

(1) Super administrator is forced to change the defaulted password on first successful login to the

new compliant password. In case of account password change attempt with new password not

meeting the "password strength rules", the system displays an error message and the password

is not changed. It is super administrator’s responsibility to ensure default passwords are

changed and administrator accounts are reviewed periodically.
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(2) Please change the administrator password regularly and use a strong password. If you forget the

super administrator password and need to log in to the device again, please contact Cook

Medical.

16.7.5. Password Protection

The system never stores the plain text password.

※ Please take the following precautions:

(1) Super administrators have a responsibility to ensure that the initial password has been changed and audit the

general administrator account periodically;

(2) Please keep the administrator password safe and do not disclose the password to unrelated third parities.

16.7.6. Authorization and Authentication Unavailability

※When a cybersecurity event related to authorization and authentication occurs, the response and recovery measures are

as follows:

(1) If you have forgotten the super administrator password and need to log in again, please contact Cook Medical;

(2) If the account name and password have been compromised, change them immediately;

(3) If the login account is abnormal, disconnect the network and USB port first. If the problem persists, please backup your data

first and then reset the system. If it still doesn't work, contact Cook Medical.

16.8. Description of Cybersecurity Events

16.8.1. Detect and Notification

The followings are the cybersecurity events that can be detected by the device or Cook Medical and

the descriptions of the ways in which these events are notified:

(1) If the upgrade package is tampered, the device will detect it. And prompt upgrade failure on the UI interface;

(2) If an unauthorized user attempts to log in, the device will detect that an incorrect username or password has been entered

and prompt an error message on the UI interface;

(3) The default DICOM communication of the device is enabled with TLS encryption, and the device will detect unauthorized

connections and prompt authorization failure on the UI interface;

(4) The user and patient data exported from the device are encrypted. If tampered user and patient data is imported, the device

can detect it and prompt import data failure on the UI interface;

(5) The vulnerabilities of the main commercial, open-source, and off-the-shelf software components used in the product can be

detected. Cook Medical and the manufacturer regularly retrieves vulnerability information for software and components

used in devices from major vulnerability repositories (such as NVD, CNVD), .We strongly recommend that users regularly

contact Cook Medical to obtain the latest information on cybersecurity events;

(6) Some new cybersecurity cracking methods will be detected, Cook Medical will have a dedicated team to obtain the latest

cybersecurity information, conduct internal evaluations, and notify users of corresponding risks and remedial measures;

(7) Some public cybersecurity risks can be detected. Cook Medical regularly collects and evaluates public cybersecurity risks,

and notifies users of risks and remedial measures.
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16.8.2. Response and Recovery

Response and recovery measures for cybersecurity events are detailed in section [16.1.4. Network

Connection Unavailability], [16.2.2. External Device Connection Unavailability] and [16.7.6.

Authorization and Authentication Unavailability] with the following additions:

(1) When a suspected cybersecurity event occurs, please immediately disconnect the network and all USB storage devices. And

ensure that the device being used is powered by a backup power source. If the device can still be used normally, please

immediately backup important data and contact Cook Medical to discuss a solution;

(2) If a cybersecurity event occurs, causing the device to malfunction, please restart the device. If it still does not work, please

contact Cook Medical;

(3) Please have a backup device and ensure the device is available at all time. If there is a cybersecurity event, the backup device

can be used;

(4) If the account and password leaked, please change them immediately. Regularly replace and keep accounts and passwords safe.

(5) If the username and password of the super administrator are lost, please contact Cook Medical;

(6) If the login is abnormal, please disconnect the network and USB interface first. If the problem persists, please restore the

factory settings. If it still doesn't work, please contact Cook Medical;

(7) After the cyber event disappears, please immediately scan the network environment and USB devices. It is recommended to

have a qualified third-party organization conduct a cybersecurity assessment. If you have any questions, you can contact Cook

Medical.
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17. Appendices

Table 1 Guidance and manufacturer’s declaration - electromagnetic emissions

Emissions test Compliance Compliance level

RF conducted emissions

CISPR 11

Group 1

Class Aa*

Frequency range

MHz

(Test voltage:120V-230V)b*

Quasi-peak Average

0.15-0.50 79 dB(µV) 66 dB(µV)

0.50-30 73 dB(µV) 60 dB(µV)

RF radiated emissions

CISPR 11

Group 1

Class Aa*

Frequency range

MHz

Quasi-peak (Test voltage:120V-230V)b*

10 m measuring

distance

3 m measuring

distancec*

30-230 40 dB(µV/m) 50 dB(µV/m)

230-1000 47 dB(µV/m) 57 dB(µV/m)

Harmonic emissions

IEC 61000-3-2
Not Applicable

Voltage fluctuations/ flicker

emissions IEC 61000-3-3
Not Applicable

a* The EMISSIONS characteristics of this equipment make it suitable for use in industrial areas and hospitals (CISPR 11 class A).

If it is used in a residential environment (for which CISPR 11 class B is normally required) this equipment might not offer

adequate protection to radio-frequency communication services. The user might need to take mitigation measures, such as

relocating or re-orienting the equipment.

b* The Endoscope is rated power of ≤20 k VA, therefore, selection of the appropriate set of limits shall be based on the rated a.c.

power stated by the manufacturer.

c* The 3 m separation distance applies only to small size equipment meeting the size criterion defined in 3.17 of CISPR 11

Standard.

Table 2 Guidance and manufacturer’s declaration - electromagnetic Immunity

Immunity Test
IEC 60601-1-2

Test level
Compliance level

Electrostatic discharge (ESD)

IEC 61000-4-2

±8 kV contact

±2 kV, ±4 kV, ±8 kV, ±15 kV air

±8 kV contact

±2 kV, ±4 kV, ±8 kV, ±15 kV air

Electrical fast transient/burst

IEC 61000-4-4

±2 kV power supply lines

±1 kV signal input/output

100 kHz repetition frequency

±2 kV power supply lines

±1 kV signal input/output

100 kHz repetition frequency
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Surge

IEC 61000-4-5

±0,5 kV, ±1 kV differential mode

±0,5 kV, ±1 kV, ±2 kV common mode

±0,5 kV, ±1 kV differential mode

±0,5 kV, ±1 kV, ±2 kV common mode

Voltage dips, short interruptions

and voltage variations on power

supply input lines

IEC 61000-4-11

0 % UT; 0,5 cycle

At 0°, 45°, 90°, 135°, 180°, 225°, 270° and

315°

0 % UT; 1 cycle

and

70 % UT; 25/30 cycles

Single phase: at 0°

0 % UT; 250/300 cycle

0 % UT; 0,5 cycle

At 0°, 45°, 90°, 135°, 180°, 225°, 270° and

315°

0 % UT; 1 cycle

and

70 % UT; 25/30 cycles

Single phase: at 0°

0 % UT; 250/300 cycle

Power frequency magnetic field

IEC 61000-4-8

30A/m

50Hz/60Hz

30 A/m

50Hz/60Hz

Conducted RF

IEC61000-4-6

3 V

0,15 MHz – 80 MHz

6 V in ISM bands between

0,15 MHz and 80 MHz

80 %AM at 1 kHz

3 V

0,15 MHz – 80 MHz

6 V in ISM bands between

0,15 MHz and 80 MHz

80 %AM at 1 kHz

Radiated RF

IEC61000-4-3

3 V/m

80 MHz – 2,7 GHz

80 %AM at 1 kHz

3 V/m

80 MHz – 2,7 GHz

80 %AM at 1 kHz

NOTE: UT is the a.c. mains voltage prior to application of the test level.

Table 3 Guidance and manufacturer’s declaration - electromagnetic Immunity

Radiated RF

IEC61000-4-3

(Test specifications

for ENCLOSURE

PORT IMMUNITY

to

RF wireless

communications

equipment)

Test

Frequency

(MHz)

Band

(MHz)
Service Modulation

IEC 60601-1-2

Test Level

(V/m)

Compliance

level

(V/m)

385 380 – 390 TETRA 400
Pulse modulation

18 Hz
27 27

450 430 – 470
GMRS 460,

FRS 460

FM

± 5 kHz deviation

1 kHz sine

28 28

710
704 – 787

LTE Band 13,

17

Pulse modulation

217 Hz
9 9

745
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780

810

800 – 960

GSM 800/900,

TETRA 800,

iDEN 820,

CDMA 850,

LTE Band 5

Pulse modulation

18 Hz
28 28

870

930

1720

1 700 –

1 990

GSM 1800;

CDMA1900;

GSM 1900;

DECT;

LTE Band 1, 3,

4, 25; UMTS

Pulse modulation

217 Hz
28 28

1845

1970

2450
2 400 –

2 570

Bluetooth,

WLAN,

802.11 b/g/n,

RFID 2450,

LTE Band 7

Pulse modulation

217 Hz
28 28

5240
5 100 –

5 800

WLAN 802.11

a/n

Pulse modulation

217 Hz
9 95500

5785

Table 4 Guidance and manufacturer’s declaration - electromagnetic Immunity

Radiated RF

IEC61000-4-39

(Test specifications

for ENCLOSURE

PORT IMMUNITY to

proximity magnetic

fields)

Test

Frequency
Modulation

IEC 60601-1-2

Test Level(A/m)

Compliance level

(A/m)

30 kHz CW 8 8

134,2 kHz
Pulse modulation

2.1 kHz
65 65

13,56 MHz
Pulse modulation

50 kHz
7,5 7,5
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(1) The following cable types are recommended to ensure compliance with and observance of the interference emission and

immunity criteria:

Cable Video cable D3 Video cable A1 Video cable A(F)
Video cable(for

monitor)

Power

cable

Length(m)
2.05

(Tolerance ± 10%)

2.5

(Tolerance ± 10%)

2.8

(Tolerance ± 10%)
1.5 2.0

(2) The use of accessories or video cables other than those specified, with the exception of those sold by the device or system

manufacturer as replacement parts for internal components, may result in increased emissions or reduced immunity of the

device or system;

(3) Active medical devices are subject to special EMC precautions and they must be installed and used in accordance with these

guidelines;

(4) Portable and mobile communication radio frequency devices may affect the normal use of electrical medical devices;

(5) The device or system may still be susceptible to interference from any other device that meets applicable national emission

standards;

(6) Essential performance description: endoscopic real-time image can be transmitted normally, in case of interference, the

image can be restored after the interference is removed. Illumination can be provided normally, in case of interference, the

lighting can be restored after the interference is removed. Be able to display image with correct orientation;

(7) The operator shall wait until the image returns to normal before continuing to operate the endoscope when the essential

performance is lost or degraded due to electromagnetic disturbances. And please prepare spare equipment that is

immediately available for use and can be replaced in time in case of an emergency.
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